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Abstract— In this paper we investigate the impact of packet
reordering on the performance of high-speed protocols. Our
results show that even small fraction of packet reordering can
severely impair the performance of these protocols. We then
investigate the benefits of using delayed congestion response
(TCP-DCR) with the high-speed protocols. Our results indicate
that the benefits in terms of avoiding performance degradation is
significant, even at very high levels of packet reordering. In the
absence of any packet reordering, the protocol behavior in terms
of fairness among competing flows or impact on bottleneck link
drop rates remains unmodified.

I. I NTRODUCTION
In the past few years several high-speed TCP protocols [2][6] have been proposed for improving the performance of
TCP in high BDP networks. Due to the aggressive nature
of bandwidth probing, these protocols allow the congestion
window to grow to a very large value quickly, in order to
make efficient use of available bandwidth. For instance, for
a single TCP flow sending 1500 byte packets on a 1Gbps
link with 120ms RTT, the window size can grow as large as
10,000. However, all the new proposals still rely on the 3
dupack heuristic for determining a packet loss. As a result,
even a small amount of packet reordering can cause severe
degradation of performance, making these protocols behave
no better than the standard TCP variants.
Over the years several measurement studies [9]-[15] have
been conducted for determining the amount of packet reordering prevalent in the Internet. These studies have reported seemingly contradictory results. Some claim that packet reordering
is caused by pathological behavior of mis-configured network
components, while others declare that it is not pathological
and is caused mainly by parallelism in network components.
Whatever the case may be, since significant amount of research
is being carried out for improving the performance of TCP in
high-speed networks, it seems prudent to make these protocols
more robust to packet reordering.
In addition to modifications to the TCP congestion control
algorithms, several other mechanisms such as parallel routers,
multi-path routing and multi-homing are being investigated
for improving the performance in high-speed networks. It
is possible that these may lead to higher amount of packet
reordering in the Internet. Designers of these Internet components go to great lengths to avoid packet re-sequencing [16].
As pointed out in [18], improving the performance of TCP
to packet reordering imposes less restriction on designers of

these Internet components, allowing for possibly more efficient
designs.
Several studies [18]-[22] have proposed mechanisms for improving the performance of TCP in the face of packet reordering. In this paper we focus on one of the schemes called TCPDCR [1], [22]. Using ns-2 simulations we show that packet
reordering can result in severe degradation of performance
of the highspeed protocols. However, when modifications
suggested in [22] are applied to the highspeed protocols, even
at high levels of packet reordering, the performance benefits
are not compromised. In networks which do not contain any
packet reordering, the use of modifications in [22] has minimal
impact and does not impact the fairness properties of the
highspeed protocols and has minimal impact on bottleneck
link drop-rates.
The rest of the paper is organized as follows. In Section II
we overview the literature to understand the extent of packet
reordering in the Internet. In Section III we provide a brief
overview of the different highspeed protocols. This is followed
by Section IV where we show the impact of packet reordering
on highspeed protocols and the benefits that can be obtained
by using delayed congestion response with these protocols.
Finally, we conclude the paper in Section V.
II. PACKET R EORDERING

ON THE I NTERNET

Over the past years, several different measurement studies
were conducted to determine the level of packet reordering
in the Internet. The measurements were conducted at different
network locations using different methodologies during different time periods. These studies have presented observations
that are seemingly contradictory to each other.
In [9], the author pioneered the first large-scale measurement study of Internet packets by conducting 20,000 bulk TCP
transfers of 100 Kbytes each between 35 Internet sites. In
two sets of measurements conducted during December 1994
and November-December 1995, the author found 2% and
0.3% reordering of data packets (0.6% and 0.1% of ACKs)
respectively. At least one packet was delivered out of sequence
for 36% of the packets in the first measurement and 12%
in the second measurement. Other main observations were
that reordering was asymmetrical, some paths were sometimes
subject to high levels of reordering and the effects were
strongly site specific. The two main causes identified for
causing the problems were route fluttering and router updates
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and hence they claimed the reordering behavior was mainly
pathological or not very usual.
More recent studies have also claimed that packet reordering
is not a commonly occurring phenomenon on the Internet
- however, their results indicate the presence of a non-zero
amount of packet reordering in the Internet. An extensive
study of packet dynamics for low-bitrate MPEG-4 video
streams over paths with more than 5000 routers conducted in
November 1999 to May 2000 is presented in [11]. The results
of this study indicated that packet reordering while rare, does
occur. The study presented in [12] looked at 19 million TCP
connections on the Sprint backbone and was conducted during
February 2002 and October 2002. The results indicated that
the packet reordering was observed in 0.03 to 0.72% of all
the data packets (0.15 to 4.9% of all the connections). Finally,
measurements made in China [13] during May-June 2003 by
tracing 208 connections with 3.3 million data packets using a
web-crawler on 10,647 web sites indicated that 5.79% of the
sites, and 3.2% of the packets exhibited packet reordering at
least once. Of the sites that exhibited reordering 20% of the
sites had a reordering frequency of more than 80%, indicating
strong site dependency.
These results were directly contradicted in [10] where the
authors claim that packet reordering is not pathological behavior on the Internet and is prevalent at significantly high levels.
Their study consisted of measurements conducted on 140
Internet hosts connected to the MAE-EAST exchange during
December 1997 and January 1998. The methodology used
was significantly different from that in [9], since the authors
chose to send back-to-back bursts of 50 ICMP-ping packets
of 56-byte for conducting the first measurement and a 100packet bursts of 512-byte packets for the second measurement.
From the first measurement, they observed that the probability
of a session experiencing packet reordering was 90%. From
the second measurement they inferred that reordering was a
function of network load. Further study indicated that the main
cause for reordering was parallelism in Internet components
and links due to link-level striping and the multiple paths that
a packet can take within the switching devices.
Results from the October 2003 study presented in [14]
indicate similar results - that packet reordering was observed in
about 56% of all the streams and the leading cause was pointed
to be parallelism in the Internet components. Two sets of
measurements were conducted, first by sending back-to-back
bursts of 50 100-byte UDP packets and second by sending
bursts of 100 UDP packets. More reordering was found in
the second measurement compared to the first measurement.
Another study presented in [15] supported with observations
of high levels of packet reordering. The study was conducted
using UDP flows in high-speed networks and the authors
point to a high correlation between packet rate and observed
reordering. They conclude that for high bandwidth applications
protocols should be as resilient to packet reordering as they
are to packet loss.
Based on these studies, there seem to be two categories of
observations. One set claims that packet reordering is pathological and an artifact of some mis-configuration/ misbehavior
of network components. Some of these studies observe that


packet reordering may be highly local with few sites/links
exhibiting high levels of reordering. The other category of
results show that packet reordering is not pathological but is
widely prevalent and has a possibility of getting worse, since
the cause for the reordering is parallelism in Internet components which will only increase as network speed/capacity
increases. But both sets of studies point to non-zero amounts
of packet reordering in the Internet and we show through
experiments that even a small percentage of packet reordering
can be harmful to high-speed protocols.
Another observation is that the measurement studies that
indicate high levels of reordering ([10], [14] and [15]) used
bursts of ICMP or UDP packets for probing while the other
measurements were mainly TCP based or used low-bitrate
traffic. This indicates that when packets arrive in bursts at
a parallel router or switch, it may be characterized by higher
packet reordering. This conjecture has been made in [12] as
well. Additionally, in [10] authors show that packet reordering
is dependent on the network load. This is collaborated in [15]
where the authors show that reordering increases as the packet
rates increase or conversely, the inter-packet arrival time in the
core of the network reduces. This seems to indicate that packet
reordering cannot be dismissed easily since the network load
on the Internet keeps steadily increasing. The site-dependency
of observing higher levels of reordering has also been linked to
heavy loads. The aggressive nature of the high-speed protocols
changes the behavior of TCP and the packets sent by a flow
no longer uses the conservative additive increase policy. As a
result, it may result in higher burstiness at the routers, and
we conjecture that this could consequently lead to packet
reordering. Thus, it is important that protocols aimed at high
capacity networks be resilient to packet reordering.
Several different solutions have been proposed in literature
to make TCP robust to packet reordering. In [18] and [19]
the authors present schemes for improving the reordering robustness of TCP that use DSACKs [20] or timestamps [21] to
identify the possible amount of reordering. Once the amount of
reordering is estimated, the threshold delthresh for responding
as if the packet is lost, is modified accordingly. However,
the need for identifying the exact amount of reordering in
the network requires these schemes to use complex state
and algorithms, which may not be desirable in highspeed
networks. TCP-DCR [1], [22] on the other hand, aims to
improves the reordering robustness of TCP by uniformly
delaying the congestion response by one RTT. The simple
change in delthresh is easy to implement and it has been shown
in [22] that it is effective in improving the robustness of TCPSACK to packet reordering without significant impact on the
behavior in case of congestion. In this paper we focus on
the solution presented in TCP-DCR, and verify that it avoids
performance degradation in the presence of packet reordering,
when used in conjunction with highspeed protocols as well.
III. H IGHSPEED P ROTOCOLS
Several studies [2]-[7] have proposed the modification of
congestion control algorithms of TCP for improving performance in highspeed networks. LTCP [2] applies the concept of
layering to the congestion control algorithm of TCP to increase
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its aggressiveness of probing for bandwidth. High-speed TCP
[3] uses a congestion window response function that has a
higher slope than TCP. Scalable TCP [4], uses multiplicative
increase/multiplicative decrease response, to ensure that the
congestion window can be doubled in a fixed number of RTTs.
BIC-TCP [5] modifies the congestion response function to
use binary search with additive increase and multiplicative decrease. HTCP [6] uses response function similar to High-speed
TCP but modifies the increase parameter based on time since
last drop. FAST TCP [7] relies on the delay-based bandwidth
estimation of TCP Vegas [8] and is optimized for Gbps links.
While all these solutions provide improved resiliency and
robustness to packet losses such that the congestion window
can grow to large values, none of them consider improved
resiliency to packet reordering. In this paper we focus on the
four schemes LTCP, High-speed TCP, BIC-TCP and HTCP.
IV. E XPERIMENTAL E VALUATION
The objective of this paper is to show the impact of packet
reordering on high speed protocols, and to show that the use of
delayed congestion response can help avoid the performance
degradation. Experimental evaluation is conducted using simulations on the ns-2 simulator.
We first illustrate the impact of packet reordering on highspeed protocols. The topology consists of a bottleneck link
of capacity 1Gbps and delay 23ms between two routers R1
and R2. A source connected to the router R1 sends data to a
receiver connected to the router R2. The access link between
the routers and the end-nodes has a capacity of 1Gbps and a
delay of 1ms. The buffers size at the bottleneck link is set to
the delayXbandwidth product.
Packet reordering is simulated by randomly choosing packets based on a uniform distribution and delaying them. The
packet delay is chosen from a normal distribution with mean
25ms and 8ms. Since the RTT of the flow is 50ms, the packet
reordering in most cases is less than one RTT, but there in
a non-zero probability that packets may be delayed by more
than one RTT. Fig.1 shows the throughput of the flow for the
different protocols, as the fraction of packets delayed is varied
from 1E-6 to 1E-1 resulting in potential reordering of 0.0001%
to 10% of the packets.

Fig. 1.

Impact of Packet Reordering on High-speed Protocols

From the figure we see that most protocols have high
link utilization when the fraction of packets delayed is small

such as 1E-6. HTCP being the only exception, shows slightly
degraded performance even at such low rate of packet reordering. As the fraction of packets delayed is increased,
the degradation in throughput is drastic for almost all the
protocols. For a packet delay rate of 1E-4 (i.e., 0.01% of the
packets are delayed), the link utilization by all the protocols
with the exception of FAST is well below 20% of the link
capacity. Even though FAST shows less drastic degradation of
its throughput, it nevertheless falls below 20% link utilization
by the time the fraction of packets delayed is increased to
0.05%.
It has been conjectured in [14] and [12] that packet reordering in the network may be caused by the parallelism in
the Internet components. As the bandwidth of links continues
to increase, we could expect the parallelism to increase.
Designing high-speed switches to avoid packet reordering is
an area of research in itself. There has been work proposed
in the literature explicitly to ensure that packet ordering is
maintained in such switches - e.g., [16]. In [16], the authors
point out that while packet reordering is not strictly prohibited
in an Internet router [17], it is required to avoid throughput
degradation of TCP flows. Hence, the performance of TCP
protocol imposes requirements of almost in-order delivery on
the design of network components.
Next we study the performance of highspeed protocols when
delayed congestion response (DCR) is used. Results are shown
for LTCP, Highspeed TCP, BIC-TCP and HTCP. Simulations
are conducted for - (a) reordering only (percentage of packets
delayed varied from 1E-6 to 0.1) (b) congestion only (number
of flows varied from 2 to 1000) and (c) both congestion and
packet reordering (similar to (a) but with 50 competing flows).
Unless otherwise mentioned, the bottleneck link has capacity
1Gbps and delay of 23ms and the access links have a capacity
of 1Gbps and delay 1ms. The buffers at the bottleneck link
are set to the delayXbandwidth product. The simulations are
run for a period of 400 seconds and only the data collected
between 100 and 300 seconds is presented to ensure that
we capture the steady state behavior. These experiments on
a single bottleneck link topology are followed by a more
complex topology with several bottleneck links, flows in both
directions and the traffic consisting of a mix of long term flows
and short web-like traffic.
A. Packet Reordering Only
Fig.2 shows the throughput of the highspeed protocols with
the DCR modifications as the fraction of packets delayed is
increased from 1E-6 to 0.1. This experiment is similar to the
previous experiment and the results can be compared directly
with those in Fig.1. As seen from the figure, the throughput
remains high even at high levels of packet reordering is most
cases. Note that the delay in congestion response is set to one
RTT as suggested in [1] to avoid the triggering of spurious
timeouts. However, the model used here for generating delay
in packets could result in packet reordering of more than
one RTT. Since these events will result in window reduction,
depending on the when and how repeatedly these events occur,
the throughput may be slightly lower than the optimal as seen
in some cases.
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Fig. 2.

Link Utilization with Packet Reordering

B. Congestion Only
Next we study the impact of delaying congestion response
when there is no packet reordering in the network. The
topology is similar to the previous experiments. However, the
number of flows is now increased from 2 to 1000, creating
different levels of congestion. Fig 3 shows the link utilization
as the number of flows is varied. As seen from the results, the
link utilization remains similar irrespective of whether delayed
congestion response is used or not.

Fig. 4.

probing techniques. Results show that using delayed congestion response does not make the average number of bottleneck
link buffer overflows any worse.

Fig. 5.
Fig. 3.

Jain Fairness Index with Only Congestion

Bottleneck Link Drop-rate with Only Congestion

Link Utilization with Only Congestion

While it is important that the utilization of the bottleneck
link is high, it should be done in such a way that the different
flows sharing the bottleneck link get a fair share. In order
to verify this we examine the Jain Fairness Index[23] of the
flows with the different protocols for the above experiment.
Fig.4 shows the results. From the figure, we see that the Jain
Fairness Index remains high even when delayed congestion
response is used, indicating that the bandwidth is shared in a
relatively fair manner.
Finally, we examine the bottleneck link drop-rate when
delayed congestion response is used. Fig.5 shows the results.
Note that, high-speed TCP protocols are in general characterized by high levels of packet losses due to their aggressive

C. Both Congestion and Packet Reordering
Next we examine the behavior when the network consists
of both packet reordering and packet losses due to congestion.
This experiment is similar to the experiment with only packet
reordering, except that the bottleneck link is now shared by
50 flows. Fig 6 shows the link utilization of the different
highspeed protocols with and without DCR. Since 50 flows
share the bottleneck link, the aggregate link utilization of
the different high-speed protocols without DCR is improved.
However, at higher levels of packet reordering, the degradation, is still very drastic. When DCR is used however, the link
utilization is maintained high even for high levels of packet
reordering.
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Fig. 6.

Link Utilization with Both Congestion and Packet Reordering

We next observe the Jain Fairness Index. Fig. 7 shows the
results. Similar to the case with only congestion, the Jain
Fairness Index remains high even when DCR is used.

Fig. 8.
Bottleneck Link Drop-rate with Both Congestion and Packet
Reordering

a mis-configured router and results in reordering 1% of the
packets passing through it. The delay used for reordering the
packets uses the same model as before.

Fig. 9. Topology with Multiple Bottleneck Links, Forward as well as Reverse
Traffic, and Long-term as well as Short Web-like Flows

Fig. 7.

Jain Fairness Index with Both Congestion and Packet Reordering

Next, we examine the bottleneck link drop-rate. Fig.8 shows
the results. When DCR is not used, the link is not fully utilized.
In such cases, the link drop rate is negligible. However, when
DCR is used, the link is fully utilized and hence the link
droprate remains constant across the different simulations.
D. Simulation with More Complex Topologies
In this experiment we verify that the benefits of using DCR
are available in complex topologies as well. The network in
this simulation consists of four bottleneck links between five
routers. Each router is connected to a cloud of nodes. Traffic
goes from one cloud to the other in the directions as shown in
Fig 9. The traffic from each cloud consists of a mix of 20 longterm flows and 100 web-sessions. The router R3 simulates

Fig.10 shows the link utilization and drop-rates on each
of the bottleneck links as well as the Jain Fairness Index of
the long-term flows between each pair of source/destination,
when DCR is not used. From the table we see that the
utilization sees drastic degradation on the links associated with
the ‘mis-configured’ router R3. The drop-rate on the links
R3-R2 and R3-R4 that suffer underutilization, is negligible,
while the drop-rate on links R1-R2 and R5-R4, remain what is
characteristic for each protocol. The Jain Fairness Index is high
for all protocols, indicating that for the topology considered,
all protocols maintain similar throughput amongst competing
flows irrespective of whether the link is fully utilized or not.
Next we repeat the experiment, with all the highspeed
protocols using the DCR modifications. Fig.11 shows the
results. From the table, we see that the link utilization for all
the protocols remain high even on links associated with the
”mis-configured” router. Since the links is no longer underutilized the bottleneck link drop-rates are non-negligible, but
the value remains close to the characteristic values for the
protocol as see in the table in 10. Finally, we note that the Jain
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the performance benefits in the presence of packet reordering.
Protocol characteristics such as fairness and bottleneck link
behavior are not impacted by the addition of DCR even when
packet losses are due to congestion. Use of DCR with highspeed protocols helps protect the performance in the presence
of packet reordering as well as helps ease the requirements
of strict in-order delivery, imposed on the design of future
high-speed network components.
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