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A Method for estimating the proportion of
non-responsive traffic at a router
Zhili Zhao, Swaroop Darbha, A. L. Narasimha Reddy, Senior Member, IEEE

Abstract— In this paper, a scheme for estimating the proportion of the incoming traffic, that is not responsive to
congestion at a router, is presented. The idea of the proposed
scheme is that if the observed queue length and packet drop
probability do not match the predictions from a model of
responsive (TCP) traffic, then the error must come from nonresponsive traffic; it can then be used for estimating the
proportion of non-responsive traffic. The proposed scheme
is based on the queue length history, packet drop history,
expected TCP and queue dynamics. The effectiveness of the
proposed scheme over a wide range of traffic scenarios is corroborated using ns-2 based simulations. Potential applications
of the proposed algorithms in traffic engineering and control
are discussed.
Index Terms— Traffic modeling, control theory, estimation,
non-responsive traffic.

I. I NTRODUCTION

M

EASUREMENTS at various internet sites [1] suggest that 85-90% of current network traffic is based
on TCP. However, with the emergence of new applications,
the usage of protocols other than TCP is expected to
increase. For instance, several multimedia applications rely
on UDP to transport packets. Recently, there has been
an increased interest in developing protocols that respond
to congestion differently from TCP and provide smoother
bandwidth to end applications [2], [3]. Furthermore, increases in bandwidth and computation power are expected
to fuel the growth of multimedia applications that do not
rely on TCP. These trends point to an increased diversity
of network protocols and changes in the distribution of
bandwidth among flows employing these diverse protocols
in the future.
One can expect such new applications not to respond to
network congestion the same way as TCP-based applications. The impact of non-responsiveness of applications on
the bandwidth available for responsive applications and the
overall goodput of network is of considerable importance
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and has attracted the attention of researchers [4]. This is
especially so, because it is possible to stage denial-ofservice(DoS) attacks on end hosts and the network by
pumping large amounts of non-responsive flows into the
network. Some of the recent DoS attacks have used such
“UDP floods”. If the network could monitor and regulate
the utilization of non-responsive traffic to a fraction of the
link capacity, the impact of such attacks could be mitigated.
If all the non-responsive traffic used UDP for transport,
a simple counter of UDP bytes at a link will provide
an estimate of the proportion of non-responsive traffic.
However, non-responsive traffic may use other protocols
or use variants of TCP; some UDP applications, such as
Real Audio/Video, actually respond to the congestion of
network by adapting the sending rate. A simple counter
of UDP bytes at a link/router, therefore, will not suffice
for estimating the “apparent” proportion of non-responsive
traffic. A protocol byte counter has other drawbacks: Consider a scenario where the arriving traffic consists of a large
number of “small” bandwidth TCP flows, usually referred
to as “web-mice”, which send out a small amount of bytes
intermittently [5]. In this scenario, a counter for UDP bytes
will yield a count of zero while packet drops do not reduce
congestion significantly at the router. Although each flow
employs TCP, the aggregate behavior of “web-mice” at the
router cannot be differentiated from that of non-responsive
traffic. A simple protocol counter is also easily defeated by
fake protocol ids in packet headers by malicious users for
avoiding this detection mechanism.
It is necessary to find mechanisms to estimate the amount
of arriving traffic at a router that is not responding to
congestion. Such an estimation can lead to a better control of heterogeneous network traffic through appropriate
adaptation of traffic control algorithms at a router. For
example, an estimate of the proportion of non-responsive
traffic (PONRT) at a router can aid the choice of appropriate
parameters for Active Queue Management (AQM). A need
for such a tuning is indicated recently in [6]. With the
knowledge of the PONRT at a router, appropriate traffic
management and congestion control algorithms can be
employed in different operating domains of network traffic
[4], [7], [8].
Mathematical models for the dynamics of TCP flows
and associated control schemes have been proposed [9–11].
These studies have led to better analysis of TCP behavior
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and proposals for improved traffic controllers [12], [13].
In this paper, the model in [9] is extended to account
for the effects of heterogeneity in traffic, by including the
effects of non-responsive traffic into the model. Based on
the extended model, a method is developed for estimating
the PONRT at a router. The presented method employs
a normalized gradient method for estimation and utilizes
queue length history and packet drop history at the router,
which are easily measurable at a router. The effectiveness
of the proposed method is corroborated through ns-2 [14]
based simulations.
The rest of the paper is organized as follows: In Section
II, the development of extended traffic model is presented.
In Section III, a basic estimation algorithm is developed
based on the extended model in Section II. In Section IV,
implementation details of and modifications to the basic
algorithm are presented along with their corresponding ns2 based simulation results and analyses. In Section V,
the basic algorithm is extended to multi-hop topology. In
section VI, limitations and potential applications of the
presented method are discussed.
II. A

MODEL OF THE AGGREGATE DYNAMICS OF

HETEROGENEOUS TRAFFIC AT A ROUTER

The focus of this section is on the development of a
dynamical model of heterogeneous traffic on a congested
link in the network that is particularly well suited for
estimating PONRT at a router. Traffic is assumed to consist
of only two types of flows - TCP flows and Constant Bit
Rate (CBR) flows. Without any loss of generality, it is
assumed that TCP and CBR flows represent responsive and
non-responsive flows respectively in the traffic. Following
the fluid based models of TCP flows in [9], the extended
model developed in this section is described in terms of
three states - window size for responsive flows, sending rate
for non-responsive flows and queue length at the router. The
following are the underlying assumptions in developing this
model:
The effect of all non-responsive flows can be modeled
by a number of equivalent “average flows”. Similarly, all responsive flows can be modeled by the
same window adaptation behavior and observe the
same round trip time (RTT). Such assumptions are
crude first approximations of the real-world traffic;
nevertheless, they capture the average or macroscopic
dynamics of the heterogeneous traffic at the router,
especially when the number of flows is large. This
assumption seems reasonable for applications where
one is interested in the evolution of the queue length
at time scales slower than the longest possible RTT
of a responsive flow. The estimate of PONRT is a
representative of the true time-averaged PONRT at
this time scale. Such approximations are also used in
modeling ground traffic flow, see [15].

Queue length and window size of responsive flows
change slowly within a single RTT of a responsive
flow. Packet drop rate at the router changes slowly.
The impact of non-responsive traffic is modeled through
its effect on the queue length and hence, on RTTs and
packet drop probabilities, which, in turn, impact the window size of TCP flows; this interaction is captured by the
presented model.
Dynamic models of homogeneous traffic with TCP flows
have been proposed and studied in [9–11]. This model
extends [9] by:
introducing an evolution equation for the representative (or aggregate) sending rate of non-responsive
flows as seen by the router, and by
accounting for non-responsive flows in the evolution
of queue in the buffer.
This model is described by the following set of differential
equations:
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outgoing link capacity. Note that the impact of reverse path
congestion is minimized by the implementation of TCP
cumulative ACKs, and hence not considered in this model.
Eqn. 1 describes the aggregate behavior of a CBR flow
as a representative non-responsive flow. Eqn. 2 describes
the behavior of a representative TCP flow in congestion
control phase and is the same as in [9]. It indicates that
the evolution of window size is related to the round trip
delay, drop probability and to its history. Eqn. 3 represents
the dynamics of queue length.
We then define
. As shown in Figure 1, the deviation of measured RTTs from the equilibrium
state of the system is sufficiently small. For the simplicity
of the model, on an average,
can be approximated
not to change with time, i.e.,
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Based on the model, an algorithm to determine the
PONRT at a router is proposed in the next section. The focus is on estimating of PONRT on the aggregate as opposed
to identifying individual flows that are non-responsive [4],
[16], [17].
As with any model, the reasonableness of the proposed
model depends on how well it predicts the proportion
of non-responsive traffic. Simulation studies reported in
the subsequent sections corroborate the suitability of the
proposed model.
A model accounting for constant sending rate flows(CBR
fows), instead of the approximation of using constant
flows, is in preparation [18]. The main idea of the
estimation algorithm based on that model remains the same
as the one presented in section III. The only difference is
)
that there are three unknown quantities (
to be estimated and they are related by one equation. In
contrast, here are two unknowns(
) in the model
presented in this paper.
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III. BASIC E STIMATION A LGORITHM
In this section, an algorithm for estimating the PONRT
will be developed based on the extended model presented
in Section II. At first, a basic estimation algorithm will
be presented in this section. This algorithm will then be
modified to account for scenarios where no packets are
dropped or where large number of incoming packets are
dropped in Section IV. The basic algorithm, which considers a single bottleneck link, will be extended to the multihop topology in Section V. The simulations corresponding
to the algorithms developed in this section are presented in
Section IV.
For the purpose of developing an estimation algorithm,
the dynamics of the traffic mix will be expressed in terms of
and the total non-responsive
the total responsive load
load . The terms
and
are given by the following

<

(5)
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The terms
loads and are respectively representative of the number of responsive and
non-responsive packets seen by the router in a RTT. The
quantity of
will be estimated in the algorithm.
and , the dynamics is given by:
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the estimation algorithm is that the number of TCP flows
and non-responsive flows does not change or changes very
slowly.
The packet drop probability, and the queue length,
, are sampled at each Sampling Interval to estimate the
desired fraction of non-responsive load, :
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The term
represents the total number of incoming
packets and can be counted at the ingress link of a router.
If
can be estimated, can be calculated with eqn. 10.
By taking the second derivative of using eqn. 8, one
gets
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Combining eqn. 11 with eqn. 7 yields

(12)

It is possible to show that the only physically realistic
equilibrium of the dynamics for a fixed packet drop rate
is stable, using standard linearized analysis of nonlinear
differential equations [19–21]. The stability of equilibrium
indicates that a “small signal” approximation of the above
differential equation describes the evolution of solutions
of the nonlinear differential equation reasonably accurately
when the deviation from the equilbrium is sufficiently
small.
The estimation algorithm is based on the small-signal
behavior of the dynamics, i.e.,
, where variables with
subscript correspond to their respective equilibrium values. The problem at hand is as follows: Given that the
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equilibrium is known partially in terms of , can we
describe the equilbrium completely (i.e., determine
)
from the measurements of the packet drop rate, and the
queue length, . The determination of equilbrium provides
an estimate of PONRT using eqn. 10.
At this point, we may question why it cannot be assumed
that the equilibrium value of packet drop rate, , is known.
The term
is assumed small and in practice, the signalto-noise ratio (SNR) of
is small. We can develop a
scheme for parameter identification based on the Jacobi
linearization of eqn. 12; however, this would involve the
computation of the deviation of the packet drop rate, ,
from its equilibrium value, . This was the scheme we
first tried, but with little success owing to the small SNR
of . We can then think of treating
as an unknown
constant; however, this leads to an overparametrization
with an equilbrium constraint
. In order
to circumvent such difficulties, we obtain the following
parametrization of the dynamics based on the practical
small-signal approximations stated above:
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is linearly parametrized
in terms
the unknown vector
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While there are several recursive algorithms available
for updating the parameters, Kaczmarz’s projection algorithm [22–24] is employed due to its low computational
complexity and quick convergence properties. Applying
normalized Kaczmarz’s projection algorithm to update
yields:

eirknm

The resulting model is still nonlinear; however, it has
the advantage that the unknown parameters are linearly
parametrized in terms of the output, which is the left hand
side of the equation.
We can define the following from eqn. 13:
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the regressor,
. Since the parameter identification is
expected to evolve at a time scale slower than an RTT,
sampling of
must be made at least once in a RTT.
If
is the time between two successive samplings of
(also called a sampling interval), it is required to be
smaller than one RTT. While the regressor can be computed
directly from the measurements of the packet drop rate and
the queue length, the determination of
requires the
measurements of and . The signal
is numerically
differentiated in order to obtain and ; specifically, they
are computed as:
, and
.
The error
between
and
is used to update
recursively. The error
is given by:

 Z[
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tuning gains1 .
 and e g are user-defined
h
e
Once
and
are determined from eqn. 16, we can
estimate the number of responsive
flows, O and the scaled
g
load of responsive flows,  , as:
e g
 g x
 x e ge h
g
From the last equation for  and fromirknm eqn. 10, we can
estimate PONRT. Note that, in eqn. 10, 
 is the total
k
number of packets coming at time and can be counted
e

(t+1)

x{e

(t)

at the ingress interface of the router in practice. It must
be emphasized that the proposed algorithm measures this
fraction relative to the arrival rate at the switch, and not
relative to the capacity
of the outgoing link.
Note that the algorithm only depends on drop probability
and queue length. Since the required number of samples of
and
is relatively small,
history information of
the use of memory resource is limited and the computation
complexity is
.
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To develop a parameter adaptation algorithm, we require the knowledge/measurement of the output,
, and
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BASIC

The basic estimation algorithm developed in the earlier section was implemented in the RED module of the
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for the simulations in Section IV and
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1
TCPs

RED, 28Mb, Tp=50ms

R2

CBRs

CBR Sinks

Simulation Topology

Network Simulator (ns-2). The main issues in the implementation are the choice of the Sampling Interval T and
the numerical differentiation/filtering of the signals used in
estimation.
It is a common practice in control applications [25],
[26] to numerically difference discrete inputs to obtain a
differentiated value. The implementation of numerical differentiation of queue length(
and
) was provided in
Section III. In some cases, one further filters the difference
to attenuate the high frequency content in the numerically
differentiated value; this is referred to as a “dirty” derivative
of the signal. The rationale behind filtering is to attenuate
the high frequency noise content in the “dirty” derivatives
as well as in the signal. The corner frequencies of the filters
may be chosen so as to filter frequency components faster
than one RTT. In the implementation, the drop probability
and queue length are filtered according to the relation: wp
=
wp
+ (1 - ) ap of current sampling interval
and wq =
wq
+ (1 - )
aq of current sampling
interval, where is the forgetting factor. The average value
is calculated by averaging all inputs over one sampling
interval. A value of
is chosen for filtering the
queue length and a value of
is chosen for filtering
the drop probability. This choice of parameters results in
forgetting the history information of and within a few
sampling intervals(approximately one RTT).
A bottleneck link topology shown in Figure 2 was employed for simulations. A RED drop function with (min ,
max , p
) = (15, 45, 0.1) is chosen for managing the
queue. The bottleneck router has 60 buffers and a link
capacity of 28Mb and a propagation delay of 50ms. CBR
flows with a transmission rate of 1Mbps were employed to
simulate non-responsive flows, and FTP flows were used to
simulate long term responsive TCP flows. In the simulation,
each packet has a size of 1000 bytes and the sampling
interval, as discussed in Section III, is 33ms (corresponding
to 1/3rd of RTT of TCP traffic).
Each simulation was run for 320s. The estimation algorithm was started after the first 100s of each simulation when the system stabilized. The estimation algorithm
updated the unknown parameters every sampling interval.
Several of these estimates were aggregated to produce a
smoothed estimate over a larger time interval called an estimation interval. In this paper, the estimation interval was
chosen to equal 20 sampling intervals and is approximately
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700 ms with the choice of parameters made in this paper.
In each estimation interval, the true value of PONRT is
computed by counting the packets of non-responsive flows
and dividing it by the total number of arrived packets. The
estimate produced by the algorithm is then compared to
their respective true values.
Mean Square Error(MSE) and Relative Error(RE) are
chosen as a metric for the accuracy of estimation. Mean
square error is computed as
and relative error is computed as
, where
is the total number of estimations per simulation.
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A. High Non-responsive Load
Three simulations were set up to examine the effectiveness of the proposed algorithm under different nonresponsive load conditions. There were 35 responsive flows
in each simulation; three simulations correspond to 16,
22 and 25 CBR flows respectively. Each CBR flow sends
packets at the rate of 1Mbps. The PONRT corresponding
to 25 CBR flows is larger than PONRT corresponding to
16 or 22 flows. Shown in Figure 3 are the estimated and
measured values of the PONRT obtained with the basic
algorithm.
The PONRT is computed relative to the arrival rate at
the switch and hence, it varies over time as the responsive
traffic arrival rate changes over time.
The estimates of PONRT in Figure 3 fluctuate around
their true values in a very small band. This indicates that
the accuracy of estimating PONRT with the basic algorithm
is high when the non-responsive load is high.
B. Persistency of Excitation and Modification of Basic
Algorithm
Persistency of Excitation (PE) is an important issue in
the convergence of parameters to their true values. For the
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This algorithm is employed when no packets are
dropped. As soon as packets are dropped, the basic algorithm developed in the earlier subsection is used. In
Figure 4, the MSEs of basic and modified algorithms
under different non-responsive loads are compared. As
can be seen from this figure, the modified algorithm is
more accurate than the basic algorithm in terms of MSE
when non-responsive load is below 60%. Therefore, this

0.05
Basic
Modified

0.045
0.04
0.035
0.03
MSE

a

parameter estimates to converge to their true values through
the known regressor
(t), it is required that
(t) be
persistently exciting. The rate of convergence, in general,
depends on the strength of the reference signal, as can be
inferred from the proofs of convergence [27].
Since the “small signal” behavior of the nonlinear dynamics of heterogeneous traffic is approximated with a
static linear parametrization in terms of unknown parameters, the allowable strength of the reference signals will
necessarily be limited by the region of validity of this
approximation. Such an analysis is out of the scope of this
paper; as such, this contribution is focused on and can only
be viewed in the engineering design context.
Since there are only two unknown parameters with the
parametrization chosen in this paper, it follows that there
must necessarily be a non-zero frequency component in the
regressor for the parameter estimates to converge to their
true values. When the load of non-responsive arriving traffic
is high, continued packet drops and fluctuations in queue
length provide the necessary persistence of excitation. It
is for this reason, the basic algorithm performs well under
these conditions, as can be noticed from Figure 3.
In a real scenario, packet drops and variations in queue
length occur persistently except when the buffer is empty.
The first modification to the basic algorithm is specifically
meant to address this shortcoming of the basic algorithm
when there are no packet drops or queue variations.
When the buffer is empty, zero packet drop rate corresponds to the additive increase of the window size of TCP
flows. For this reason, by applying
to
eqn. 7 and eqn. 12, we get:
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Fig. 4. Comparison of Basic and Modified Algorithm Accounting for
p=0 Periods

modified estimation algorithm will be used in the rest of
the simulations.
C. Effectiveness of the Estimation Algorithm with time
varying non-responsive loads
To examine the effectiveness of the proposed algorithm
under time varying non-responsive loads, 35 responsive
flows, and 26 non-responsive flows were considered; of
the non-responsive flows, 6 were ON/OFF type flows. The
ON/OFF flows were ON for ”x” number of seconds and
OFF for the next ”x” number of seconds. As a result, the
non-responsive load has the shape of a square wave with a
period of ”2x” seconds. Different sets of simulations were
performed corresponding to three different values of x: x =
100 seconds, 20 seconds, and 5 seconds. The results from
these simulations are shown in Figure 5.
From Figure 5, one can observe that the algorithm
can estimate the PONRT fairly well even when the nonresponsive load is varying with time. It is possible to
estimate faster varying non-responsive loads by choosing
an estimation interval smaller than 700ms, which is used
in the above simulations.
D. Mixed Traffic
To test the effectiveness of the proposed algorithm under
a more realistic traffic scenario, mixed traffic consisting
of short-term TCP flows, long-term TCP flows and a
number of non-responsive flows was simulated. In the
simulations, only long-term TCP flows and non-responsive
flows populate the traffic initially. At 100s, 300 short-term
TCP flows were introduced into the traffic. Each short-term
flow sends 20 packets randomly five times in a 50-second
time period.
From Figure 6, it is clear that the estimation algorithm
treats short-term TCP flows as a part of the non-responsive
load. These flows do not persist in the network long enough
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to experience significant number of packet drops and the
congestion response of a short-term TCP flow only results
in an insignificant difference in the amount of traffic at the
router. Moreover, the response of a single short-term TCP
flow may be replaced by the arrival of another flow. As
a result, these flows on an aggregate appear to be nonresponsive. Similar observations about short-term flows
have been made in a number of recent studies [5], [28].
E. Impact of RTTs
Another set of simulations was conducted to study the
impact of RTTs. In these simulations, 35 TCP flows with
different RTTs ranging from 24.4ms to 175.5ms were
considered. The parameter R0 in the algorithm was set to
be the average value of the range (90ms). The result of
simulations is shown in Figure 7.
From Figure 7, the estimation algorithm is still effective,
although the algorithm over-estimates the non-responsive
traffic by a small amount. This small discrepancy can be

Fig. 7.

estimate
measure
50

100
Time (s)

150

200

TCPs with Different RTTs

attributed to the assumption that all TCP flows have the
same RTT in the traffic model. Nevertheless, the results
here show that as long as we employ a reasonable average
RTT in the estimation algorithm, the different RTTs of
different flows do not impact the accuracy of estimation
significantly. Recent studies based on wavelets provide a
convenient way to estimate the range of RTTs of flows
passing through a router [29] and further help us to set a
reasonable average value.
In order to further study the impact of RTT on the
estimation, a set of simulations, where R0 in the algorithm
was fixed to be 120ms, were conducted. The RTTs of all
TCP flows in one simulation were the same, but different
between simulations, varying from 40ms to 200ms. MSEs
and REs from the set of simulations were collected and
presented in Figure 8.
From Figure 8, we can notice that when RTT of the
flows is below R0, the algorithm overestimates the nonresponsive traffic (since it underestimates the responsive
TCP traffic). When RTT of the flows is higher than R0,
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the algorithm underestimates the non-responsive traffic.
However, it is observed the relative errors are within 10%
even over such a wide range of RTTs.
F. Impact of Variable Bit Rate(VBR) Traffic
The estimation algorithm is based on the model, in
which non-responsive flows were represented by CBR
flows. Since not all non-responsive flows are CBR flows,
the effectiveness of the estimation algorithm in realistic
scenarios will depend on its ability to estimate the PONRT
in the presence of other non-responsive flows.
To address this issue, a set of simulations was set up
with 16 VBR flows and 35 TCP flows. Each VBR flow is a
non-responsive flow and changes its sending rate randomly
selected in the range of 0.5Mbps and 1.5Mbps. A time
interval between 2 different sending rates is also randomly
selected within a given interval range. Each VBR flow
changed its sending rate at the end of each interval till
the simulation finished.
Figure 9 shows the simulation the proportion of VBR
traffic with 2 different interval ranges, [1 20]s and [0.1
1]s. The larger the interval is, the less frequently the nonresponsive flow changes its sending rate. So a VBR flow
with intervals in [0.1 1]s changes its sending rate faster than
one with intervals in [1 20]s. X axis shows the simulation
period of 220s. It is noticed that the estimate of PONRT
is still accurate, although the non-responsive load changes
randomly. The MSEs (0.003534 and 0.002445) of this set
of simulations compares well with MSE(0.003353) of the
simulation with 16 CBR flows.
G. Responsive Protocols other than TCP
New applications, such as multimedia applications, require smooth bandwidth adaption in order to deliver quality

TABLE I
C OMPARISON OF MSE S UNDER DIFFERENT MIXTURE
Prop. of binomial flows
0%
50%
100%

TCP est.
IIAD
0.000550
0.000584
0.002199

model
SQRT
0.000550
0.001206
0.000451

service over internet. As a result, variants of TCP congestion control have been proposed and studied. They tend to
provide much smoother sending rate than TCP does [2],
[3] and still be fair to TCP over a longer time scale. In [3],
the authors propose IIAD and SQRT binomial algorithms
and claim that they are TCP-friendly using AQM schemes,
such as RED.
Since TCP flows are one type of responsive flows, the
effectiveness of the proposed estimation algorithm can be
checked against other types of responsive flows. If, indeed,
the other variants of TCP employing IIAD and SQRT
binomial algorithms were responsive to congestion at the
time scale of estimation, then the estimate of PONRT using
the proposed algorithm should be accurate, provided the
algorithm is effective.
To test this hypothesis, a simulation was set with up
22 CBR flows representing non-responsive traffic and 35
responsive flows represented by a mixture of TCP and
IIAD/SQRT flows. The same topology and RED configurations, as in previous simulations, was used. A comparison
of MSEs with different proportions of IIAD and SQRT
binomial flows is shown in Table I. If there is 0% of
IIAD/SQRT, it means that all the 35 responsive flows are
TCP flows. If there is 100% of IIAD/SQRT, it means that
no TCP flow is among the 35 responsive flows. From the
simulation results, it can be observed that the difference
among MSEs is very small. This result corroborates the
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effectiveness of the proposed scheme with other responsive
flows.
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H. Modification of Basic Algorithm for High Packet Drop
Rate

ÄÎilknm
where
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k
is the number of packet drops at time

(18)

and is
known at the router.
Following the same procedure presented in section III,
but replacing eqn. 8 with eqn. 18, one gets:
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The left hand side of eqn. 19 is either known or can be
easily calculated by employing a numerical differentiation
scheme:
. The calculation of
and
was given in section III. The left hand side of
this equation can be thought of as the modified
,
while the right hand side is the same as that for the
basic algorithm developed in an earlier subsection. Eqn. 19
provides a linear parametrization of the modified output,

¨ irknm

Ä=¨ ilk+mjÑ ÄÎilknms}ÏÄÎirk~}Òm ÅÓ
© irknm

z · n¯ ilk+m

MSE

The model, on which the estimation algorithm is based,
assumes that the packet drop rate is small enough to affect
the queue dynamics (see eqn. 8). However, packet drop
rates can be significant when the queue lengths are close
to the buffer capacity or to the maximum threshold of a
RED router. In order to account for such high drop rates,
the estimation algorithm is improved by considering packet
drops in the queue dynamics of the model.
Specifically, the queue dynamics can be modeled as:

0.05
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0

Fig. 10.
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z · n¯ irknm , with respect to the set of unknown parameters,
e f ; following the same procedure as in III, the normalized
Kaczmarz’s projection algorithm is employed to update the
unknown parameter vector recursively.
To corroborate the effectiveness of the modified algorithm when the drop probability is high, a simulation with
35 TCP flows and 22 CBR flows was set up. In order to
, the minimum threshold of
increase drop probability
RED was increased. In Figure 10, MSEs of algorithm with
and without
are compared. It is noticed that, with the
increase of drop probability(large number of packet drops),
the algorithm that accounts for
yields more accurate
estimates of PONRT.

ÄÎirknm

 irknm

ÄÎirknm

V. E STIMATION A LGORITHM
T OPOLOGY

FOR

M ULTI - HOP

The traffic model developed in Section 2 for one-hop network topology is extended to a multi-hop network topology
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in this section. Correspondingly, the estimation algorithm is
modified. Under a multi-hop topology, the drop probability
observed by each TCP flow reflects all the packet drops
along the path from its source to its destination. Let
denote the total drop probability of TCP flow along its
path. In particular,
= total number of packet drops/total
number of packets sent by TCP flow .
The total drop probability
of TCP flow can be
further decomposed as
. The term
represents the drop probability seen by the flow at the
router employing the proposed estimation algorithm and
is the sum of all drop probability encountered by
TCP flow along its path, excluding the drop probability
. This decomposition is based on the fact that RED
routers operate in the linear region of the drop function
under recommended configuration so that the drop rate
is small enough. Then the approximation rule of
can be applied to decompose
. It is noted that
is known by the algorithm,
is not available and
while the measurement of
must be determined or taken into account by the estimation
algorithm.
Under a multi-hop topology, the window dynamics of
TCP flow is as follows:
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parametrize the output linearly in terms of the unknown
parameters, analogous to eqn. 22:
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ilknm at the ingress With normalized Kaczmarz’s projection algorithm, the
The aggregated TCP traffic dynamics ¨
irknmÏx unknown vector e can be estimated by utilizing the error
interface
Û?Ü h a ¨ of» ilk+mthe estimation router is defined as ¨
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Figure 11 shows the simulation topology with multiple
hops and congestion links. The capacity of each link is
¨ irknmyx ÇOilkn m }     Çirknm

Router R1 employs the extended estimation algo
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rithm on Link 1. Router R2 employs RED queue manageO

+


Êirks}ÏÇirknmnm?x Û Ü h » ilk~}Çilk+mnm
ment scheme on its outgoing Links 2 and 3. Let TCP flows
be assigned to the flow set of é  and ê and CBR flows
»:¼ 
where Ý Þ
.
 terms  í î ï ð
to
the flow set of ë  and ì . The
Following the same procedure
presented
in
section
III

   
ÄÎirknm in section IV-H, we get and ñ represent the number of flows in their corresponding
and accounting packet drops
flow set. The proposed multi-hop estimation algorithm is
the following equation using eqn. 21:
corroborated
using two sets of simulations.
í of flow set ë was
Çirknm © ilknm  ÄÎ¨ irknm  i ¨ ilk+m  m ¨ irknm
First, the number of CBR flows
 }Çilknm+m
changed to be 25, 22 and 16. The number of TCP flows
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6 for flow set ì (ñ
the flows in é (Ð÷
Ê
Å ) and in ë (í ÷ x ).í Half
Å  ) ofwent

through router R3.
ilk} Rest of the flows in é and ë went through
Ý
An
observation
from
ns-2
simulations
is
that
router R4.
Þ
Çilknm+m changes very slowly or is constant within each Drop probabilities of each link are shown in Table
II. The
irknm and 7 . We can then simulation results are shown in Figure 12.
sampling interval Ó . So are 
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TABLE II

1

D ROP PROB . UNDER DIFFERENT NON - RESPONSIVE LOADS
)

Link1
3%
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Link2
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at Router R1

It is observed that even though the drop probability at
the router under consideration is equal to or smaller than
drop probabilities over other links, the extended estimation
algorithm still can produce accurate estimates. In case of
16 CBRs, since most of drops happen at other links, the
drop probability at the router under consideration was very
). The level of excitation is low, so the
low(
convergence is slow (Notice that estimates converge to
measures after 70s.) Here, the modification to the basic
algorithm for low packet drop rate is employed to ensure
accuracy of estimation.
Second, instead of evenly distributing
to either branch
of sinks, 6 flows were assigned to the top branch and 16 to
the bottom branch. So in the case,
and
.
The number of flows for other flow sets was the same as
it was in the previous simulation. The simulation result
is shown in Figure 13. It is observed from this simulation
that the extended estimation algorithm can produce accurate
estimates, independent of the distribution of CBR flows.

  x ² ± ò ù

í

í x 

VI. D ISCUSSION

AND

í ÷x ´

F UTURE W ORK

In this paper, an estimation algorithm to estimate the
fraction of incoming traffic that is non-responsive to congestion signals (packet drops) is presented. This method
relies on the evolution of queue length and packet drop
rate.
When the arrival rate at the router is low, the queue
lengths tend to remain low and so is the dropping probability. In this case, the level of excitation used in this method

is low. As a result, the presented method tends to be more
accurate in higher load situations. It is at these times of
higher loads that traffic engineering decisions or potential
attack detections need to be made. Hence, the proposed
method seems well suited for such situations.
The focus of the presented method is on estimating the
aggregate amount of non-responsive traffic at the router;
this is in contrast to the earlier work suggesting the
implementation of checks to see if individual flows are
responding to congestion [4].
The presented work is motivated by traffic engineering concerns. It is expected that the estimation of nonresponsive traffic would lead to the following applications:
(a) providing a means to controlling non-responsive traffic;
it is possible that an attack detection mechanism could be
developed based on a robust estimation of PONRT. One
may probably declare that an “attack” is in progress if the
PONRT exceeds certain acceptable threshold. (b) providing
a mechanism for tuning traffic control algorithms at the
time of congestion. In [7], it is shown that in the presence
of high non-responsive loads, drop tail buffer management
may be better than RED style active queue management.
The presented method could possibly be used to make
such decisions at the times of congestion. To illustrate
this, a simulation was set up with 22 CBR flows and 35
TCP flows competing over one 28Mb bottleneck link. In
first two rows of Table III, the ability of Droptail and
RED(15/45/0.1) routers to handle non-responsive flows and
protect responsive flows is compared. One can observe
that Droptail outperforms RED in protecting TCP flows
from non-responsive CBR flows, since TCP still consumes
approximately 70% of link bandwidth using Droptail, compared to 25% of bandwidth using RED. But, as shown in
the third row of Table III, if one sets min = max =
buffer size of RED, RED performs better to protect TCP
flows than RED with (15/45/0.1) parameters. So it may be

µ¶

µ¶
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TABLE III
P ERFORMANCE OF D ROPTAIL AND RED
Queue Mngt.
% of TCP% of CBRDrop Rate
Droptail
71.5%
28.4%
34.2%
RED (15/45/0.1)
24.3%
75.6%
5.64%
RED (min =max =buf. size)
61.3%
38.6%
29.3%

úû

úQû

possible to tune the configurations of RED to suit different
workloads. (c) providing a better control for enforcing service differentiation. Earlier work [30] on analyzing assured
forwarding in differentiated services has shown that nonresponsive traffic may disrupt service for responsive sources
even when traffic is marked differently at the edge. With
the presented estimation method, it is possible to adapt the
traffic control parameters to provide better service. These
applications are currently being researched by the authors.
Initial results based on the presented estimation method
are promising. The general problem of building a robust
estimation tool, however, is more challenging. In order
to make the tool more robust, the following extensions
are planned: (a) incorporating a mechanism to differentiate
short-term web flows from non-responsive attack flows in
order to provide a better attack detection mechanism; this
can be achieved through a filtering mechanism based on
partial state [16] that allows the algorithm to be applied to
only long-term flows, (b) using a more detailed model of
TCP behavior that includes timeouts to extend the useful
operating range of the estimation algorithm, (c) identifying
techniques to systematically choose proper parameters in
the algorithm for different applications, (d) corroborating
the presented analytical and simulation results by implementing the proposed method on a Linux-based router,
and (e) studying the potential applications of the developed
model in traffic engineering and control.
VII. C ONCLUSION
In this paper, a mathematical model describing the aggregate dynamics of heterogeneous traffic at a router is
presented. The model is used in deriving an algorithm
for estimating the fraction of the incoming traffic that is
non-responsive to congestion. The effectiveness of the proposed algorithm, over a wide range of traffic conditions, is
corroborated using ns-2 based simulations. Possible future
applications of the proposed algorithm are discussed.
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